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Abstract 

Safeguarding the high quality of halal food products is a new realm to explore with the 

advent of new technologies. The efficiency of food industry management has boosted the 

applicability of product traceability system with the aid of the internet of things (IoT). 

Traceability system with the use of IoT has facilitated food industry players in managing 

their product information along the supply chain. As one of the halal food industry key 

players, halal agro-food small and medium enterprises (SMEs) are reportedly yet to 

embrace the adoption of IoT. With IoT, halal agro-food SMEs supply chain has 

undoubtedly provided a trusted platform. However, halal related issues and scandals in the 

market are recurring persistently. Besides, the emergence of IoT in the agriculture sector 

requires active involvement by halal agro-food SMEs. Thus, the objective of this study 

was to investigate the adoption of IoT among Malaysian halal agro-food SMEs and its 

challenges. A self-administered questionnaire was employed to gather data from selected 

158 halal agro-food SMEs. Descriptive analysis, mean score analysis, and Pearson 

correlation analysis were carried out to analyze the data. The results showed a lack of IoT 

adoption among halal agro-food SMEs in managing their business activities. The SMEs 

were also found to be low tech-savvy users of IoT in managing their halal products. 

Therefore, a vast improvement is needed in implementing IoT among Malaysian halal 

agro-food SMEs.  

1. Introduction 

Industrial technology has continued to evolve since 

the 18th century with the introduction of steam power and 

mechanization in productions during the Industry 1.0, 

tailed by electricity and semi-automation computers 

control program. The world has since progressed towards 

Industry 3.0 with the advent of information and 

communication technology (ICT) and most recently, 

Industry 4.0. The concept of smart factories is expected 

to elevate further industrial efficiency, productivity, 

return on investment (ROI), technology convergence, 

and megatrends. Accordingly, any industry lagging 

without the help of technology will find it hard to 

achieve Industry 4.0. To ensure efficiency, high 

productivity, ROI, effective communication, and 

systematic information system are crucial. Paul (1996) 

described that information superhighway is very crucial 

and provides unlimited potential to a firm to compete in 

the world markets and the association of the internet and 

ICT will bring an explosion on business marketing 

activities (Hamill, 1997). The internet has been used by 

businesses for many years back and it is important for 

business growth and business value in the global markets 

(Feher and Towell, 1997; Hamill, 1997; Paul, 1996). In 

the global business environments, small and medium 

enterprises (SMEs) are utilizing more of ICT to gain 

competitive advantage and to support business activities 

(Ghobakhloo et al., 2011).  

Industry 4.0 is a new era of ICT where information 

about real products is linked to the web-based 

application and integrated into the production process. 

Internet of things (IoT) is the key to Industry 4.0, 
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integrating the production process among industry 

practitioners (Wilkesmann and Wilkesmann, 2018). IoT 

is an extended version of the internet by integrating 

mobile networks, internet, social networks, and 

intelligent things to provide better services or 

applications to users (Li et al., 2016). IoT refers to a 

dynamic global network infrastructure where objects are 

connected, monitored, and optimized through wired, 

wireless, or hybrid systems (Zhang et al., 2017). IoT also 

has the possibility to connect people, goods, and 

operations through a global network and increasing 

global competitiveness (Del Giudice, 2016) and provides 

network connectivity in which it extends to objects, 

sensors, everyday devices to generate, exchange and 

consume data with minimum human intervention (Rose 

et al., 2015).  

Internet of things (IoT) is a part and partial of ICT 

which is not only smart, but it is a combination of 

technologies and interaction across physical, digital, and 

biological domains (Nainy, 2017) and acts as an enabler 

for Industry 4.0. IoT helps lessen the implementation 

costs and provides platform for better tracking and 

tracing of food products (Li et al., 2017), improve 

performance of supply chain (Zhang et al., 2017), 

provides a safe and trustworthy way of exchanging the 

information (Haddud et al., 2017), boosting data quantity 

and speed (Parry et al., 2016), and accelerate supply 

chain management (SCM) decision-making process 

(Rezaei et al., 2017). It also allows industry players to 

communicate effectively and efficiently for better and 

outstanding decision-making. It is also one of the 

effective ways of solving information management 

problems among industry practitioners (Yan et al., 

2016). IoT not only facilitates companies to select 

potential suppliers through e-procurement, but also 

increase the efficiency of purchasing activities, enhance 

purchasing and searching processes, as well as provides 

relevant information on materials, and reduces human 

error (Kamarulzaman and Eglese, 2016; Kamarulzaman 

and Mohamed, 2013). Thus, IoT is all about smart 

devices connecting to each other using internet 

connectivity and storing information in the cloud 

available for access by the human to expedite decision-

making, increase profit, and reduce waste and operation 

period. 

In Malaysia, the emergence of halal food industry as 

an important business is mainly to deliver quality and 

value of halal food to consumers. For the past five (5) 

years, about 6,138 SMEs have been certified halal and in 

2018 there are approximately 5,800 halal-certified 

SMEs, indicating a 6.7% decrease in the number of halal

-certified companies (SME Corporation, 2018). The 

decrement scenario of halal-certified SMEs clearly 

indicated that there are loops in maintaining halal 

integrity among SMEs. With the presence of advanced 

technology such as internet of things (IoT), the halal 

integrity could be upheld among these SMEs. However, 

most SMEs are still underutilizing the potential value of 

the internet by restricting its application for basic 

management tasks (Ramdani et al., 2013). SMEs are yet 

to embrace new technologies such as information 

communication technology (Chibelushi and Costello, 

2009; Bhaskaran, 2013), internet (Simmons et al., 2007; 

Marasini et al., 2008), and the latest innovation in IoT 

(Wilkesmann and Wilkesmann, 2018).  

Various challenges of IoT adoption among SMEs 

such as lack of managerial skills and knowledge, 

inability to invest for new technologies, limited resources 

and experienced, untrained software application 

(Karipidis et al., 2009; Iskandar et al., 2012), lack of 

comprehension on IoT, vulnerabilities and security risk 

of IoT, loss of privacy, trust, and confidentiality (Haddud 

et al., 2017) and lack of understanding of advanced 

internet technologies (Kamarulzaman and Nawi, 2009). 

These challenges create tension between privacy and 

value of data sharing, weak policies, and inadequate 

practices to manage and control IoT (Dutton, 2014). 

Despite various challenges of adoption IoT among 

SMEs, the adoption of technology by SMEs can be 

improved by removing the challenges (Chibelushi and 

Costello, 2009).  

Based on a study by Simmons et al. (2007), internet 

adoption among SMEs is vaguely understood. SMEs are 

also reportedly facing technological constraints in 

adopting IoT due to the lack of education and technical 

skills required to garner competitive advantage in the 

global marketplace (Tan et al., 2009). IoT is believed to 

be an effective business tool to uplift halal supply chain 

performance and increase halal product quality. 

However, halal agro-food SMEs are still slow in utilizing 

IoT in their production process as well as in the halal 

supply chain activities. Thus, the main objective of this 

study was to investigate the adoption of IoT among 

Malaysian halal agro-food SMEs and its challenges.  

 

2. Methodology 

Three main theories namely Theory of Diffusion of 

Innovation (DOI), Theory of Reasoned Action (TRA), 

and Technology Acceptance Model (TAM) are 

commonly used to measure technology adoption level 

across different industries (Molinillo and Japutra, 2017). 

In Theory of Diffusion of Innovation (DOI), Rogers 

(1995) argued that the adoption of innovation is 

influenced by a group of characteristics such as 

complexity, compatibility, trialability, and observability. 
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Based on Parmentola et al. (2018), complexity is 

described as perceived difficulty of learning to use and 

understand the new technology where from SMEs 

context, understanding of new technology and learning 

to use the technology is the biggest concern since it 

implies the difficulty of innovation to be understood or 

used. Thus, based on DOI, knowledge of new technology 

is crucial for SMEs to adopt IoT. 

Apart from DOI, Theory of Reasoned Action (TRA) 

commonly used and adopted in various studies such as 

SMEs technologies adoption intention (Hanafizadeh et 

al., 2012; Dang and Pham, 2018), predicting students’ 

intention to adopt mobile learning (Buabeng-andoh, 

2018), and acceptance of wireless internet (Lu et al., 

2003). Based on Al-ajam and Nor (2015), TRA considers 

a narrow perspective of only two variables (attitude and 

subjective norm) that may affect individuals’ behavioral 

intention. Meanwhile Lada et al. (2009) indicated the 

personal in nature and the reflection of social influence 

are the two core aspects in TRA. Wallace and Sheetz 

(2014) explained that TRA model rests on an underlying 

assumption that the best predictor of an individual’s 

behavior or an organization is the intention, which is 

highly determined by the attitude towards the 

performance and subjective norm associated with a 

behavior. Despite the various studies on the intention of 

adoption, TRA components however may be insufficient 

in the study related to individual behavior (Ajzen, 1991; 

Al-ajam and Nor, 2015).   

While in Technology Acceptance Model (TAM), the 

theory stated that beliefs are determinants of individual 

intentions to adopt a technology (Davis, 1989). Two 

variables namely perceived ease of use (PEOU) and 

perceived usefulness (PU) are included in TAM. 

Perceived ease of use (PEOU) explains the degree to 

which an individual believes that using a system would 

be free of physical and mental effort while perceived 

usefulness (PU) explains the degree to which an 

individual believes that using a particular system would 

enhance his or her job performance (Dang and Pham, 

2018). According to Lindsay et al. (2011), there is an 

extension of the Technology Acceptance Model (TAM) 

which is known as Technology Acceptance Model 2 

(TAM2) and Technology Acceptance Model 3 (TAM3). 

An extended version of TAM2 by Venkatesh and Davis 

(2000) indicated the additional dimension of PU which 

explains social influences and cognitive instrumental 

processes. The category of social influence includes 

subject norms, voluntariness, image, and experience 

while the cognitive instrumental process includes 

elements such as job relevance and output quality. 

TAM3 proposed by Venkatesh and Bala (2008) 

discussed the general belief of technologies such as 

computer self-efficacy, perception of external control, 

computer anxiety, and computer playfulness. However, 

all the elements discussed in TAM2 and TAM3 still can 

be explained by using TAM, taking into consideration 

the two variables, PU and PEOU.  

The conceptual framework of this study was 

developed based on the three main theories namely 

Theory of Diffusion of Innovation (DOI), Theory of 

Reasoned Action (TRA), and Technology Acceptance 

Model (TAM). Based on TAM, perceived ease of use 

(PEOU) and perceived usefulness (PU) are the two 

variables that provide significant measurement towards 

technology adoption study (Dang and Pham, 2018). 

Moreover, studies by Ibrahim and Mokhtarudin (2010); 

Ahmad Tarmizi et al. (2014); Ahmad Tarmizi, 

Kamarulzaman and Latiff (2014) indicated that 

knowledge aspects adapted from DOI could be a 

necessary element in the implementation of something 

innovative or new. In this study, five (5) main variables 

were identified in measuring IoT adoption among halal 

agro-food SMEs as illustrated in Figure 1. The 

hypotheses of this study were established as follows: - 

H0: There is no relationship between knowledge level 

and the adoption of IoT among halal agro-food SMEs. 

H1: There is a relationship between knowledge level and 

the adoption of IoT among halal agro-food SMEs. 

H0: There is no relationship between annual sales and the 

adoption of IoT among halal agro-food SMEs.  

H2: There is a relationship between annual sales and the 

adoption of IoT among halal agro-food SMEs. 

H0: There is no relationship between the presence of 

Muslims workers and the adoption of IoT among halal 

agro-food SMEs.  

H3: There is a relationship between the presence of 

Muslims workers and the adoption of IoT among halal 

agro-food SMEs. 

H0: There is no relationship between perceived ease of 

use (PEOU) and the adoption of IoT among halal agro-

food SMEs.  
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Figure 1. Conceptual Framework of IoT Adoption among 

Halal Agro-Food SMEs 

Source: Rogers (1995); Ibrahim and Mokhtarudin (2010); 

Ahmad Tarmizi et al. (2014); Ahmad Tarmizi, Kamarulzaman 

and Latiff (2014); Dang and Pham (2018)  
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H4: There is a relationship between perceived ease of use 

(PEOU) and the adoption of IoT among halal agro-food 

SMEs. 

H0: There is no relationship between perceived 

usefulness (PU) and the adoption of IoT among halal 

agro-food SMEs  

H5: There is a relationship between perceived usefulness 

(PU) and the adoption of IoT among halal agro-food 

SMEs  

By identifying displayed products with certified 

Malaysia halal logo, 158 Malaysian halal agro-food 

SMEs had been approached during an exhibition, 

Malaysia Agriculture, Horticulture and Agrotourism 

Show (MAHA) 2018 at Serdang, Selangor which was 

held in November 2018. A quantitative survey approach 

was employed using a self-administered questionnaire to 

gather data from selected 158 halal agro-food SMEs. 

Descriptive analysis was carried out to determine 

firmographic profiles while mean score analysis was 

employed to measure the knowledge level based on a 

calculated score from knowledge statements. There were 

10 statements queried with three choices of answers 

(3=true, 2=not sure and 1=false) related to IoT. For each 

correct answer, a score of one (1) was given while an 

incorrect answer was given a zero (0) score. For those 

choosing ‘not sure’ as their answer, the score was also 

given zero (0) because this indicates a lack of knowledge 

by the respondents on the statement. There are varies 

knowledge scores based on the number of knowledge 

statements measured (Sanlier and Konaklioglu, 2012) 

thus, scores between 5-10 indicate a high level of 

knowledge while scores between 1-4 indicate a low level 

of knowledge. 

Further, Pearson correlation analysis was used to 

analyze the relationship between knowledge level, 

annual sales, presence of Muslim workers, perceived 

ease of use (PEOU), perceived usefulness (PU) and 

adoption of IoT among halal agro-food SMEs. The 

analysis was also carried out to measure the direction 

and strength of the relationship. The direction of the 

relationship is indicated by whether it is negative, 

positive or zero whereas the strength of the relationship 

is indicated by r-value where r-value greater than 0.7 

indicates a strong positive relationship (Rankin and 

Stokes, 1998).  

 

3. Results and discussion 

3.1 Firmographic profiles of halal agro-food SMEs 

Table 1 shows the result of SMEs profiling. Out of 

158, SMEs participated in this study, the majority of the 

Malaysian halal agro-food SMEs were from the Western 

region accounted for 65 (41.4%) while 41 SMEs (25.9%) 

were from the Northern region. The rest accounted for 32 

SMEs (20.3%) from the Southern region, 18 SMEs 

(11.4%) were from the Eastern Region, and two SMEs 

(1.3%) were from the states of Sabah and Sarawak. The 

majority of the respondents who provided their responses 

were from the marketing team (officer or promoter) of 

the company, accounted for 55 (34.8%), followed by 35 

(22.2%) managers and 31 (19.6%) owners of the 

company. The remaining respondents accounted for 22 

(13.9%) were from the operation line, 13 (8.2%) 

executive, and 2 (1.3%) assistant, respectively.  
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Profiles Frequency (n) Percentage (%) 

Northern 41 25.9 

State Region  

Southern 32 20.3 

Eastern  18 11.4 

Western 65 41.4 

Others (Sabah and Sarawak) 2 1.3 

Representative 

Manager 35 22.2 

Executive 13 8.2 

Owner 31 19.6 

Marketing team 55 34.8 

Operation officer 22 13.9 

Assistant 2 1.3 

Muslim Workers 
Yes 133 84.2 

No 25 15.8 

Annual Sales  

Less than RM300,000  
61 38.6 

(Micro) 

RM300,000 - RM3 million (Small) 75 47.5 

RM301,000 - RM20 million (Medium) 22 13.9 

Table 1. Halal agro-food SMEs firmographic profiles 

Note: n=158  
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The majority of the halal agro-food SMEs (133, 

84.2%) hired Muslim workers while the rest of the SMEs 

(25, 15.8%) hired both Muslim and non-Muslim 

workers. The presence of Muslim workers was 

paramount in maintaining halal integrity along the halal 

food supply chain and this corresponded to the minimum 

requirement of two Muslim workers according to the 

Department of Islamic Development Malaysia (JAKIM), 

Malaysian Standard (MS) for halal food handling (MS 

1500:2010), as well as halal certification application in 

Malaysia. Absence of Muslim workers in halal agro-food 

SMEs production could compromise halal quality and 

integrity as a whole. 

3.2 Adoption of IoT among halal agro-food SMEs  

Table 2 shows that out of 158 respondents, 79 (50%) 

of halal agro-food SMEs were considered as a low rate 

of electronic device utilization. These SMEs utilized 

basic electronic devices such as smartphones, laptops, 

and desktop for general usages like social networking 

and business information management. As indicated by 

Pipitwanichakarn and Wongtada (2019), this type of user 

is considered as late majority IoT category due to their 

low usage of electronic devices. The remaining 79 (50%) 

halal agro-food SMEs were categorized as a high rate of 

electronic devices utilization which also considered as 

early adopters of IoT as they demonstrated the presence 

of smart devices and highly utilized those devices in 

managing their business activities. These SMEs were 

found to be actively utilizing a laptop, desktop, Wi-Fi, 

smartphone, wireless printer, and bar code scanner as 

their information and communication technology tools in 

managing their business activities. These SMEs used 

smart devices for emailing, online banking, managing 

business website, social networking and managing 

business through various accounting software. However, 

none of them utilizes smart devices in the production line 

area to gather and store information during production. It 

can show that the rise of the technology industry has led 

to the enormous presence of smart devices such as 

smartphones, tablets, computers, and other devices. 

According to Rose et al. (2015), it is expected that more 

than 50 billion users will be connected to smart devices 

by 2020.  Thus, the presence of electronic devices is 

among the important components of IoT application. 

3.3 Knowledge level on IoT 

There were ten items or statements constructed to 

measure knowledge level on IoT among halal agro-food 

SMEs. Knowledge aspect is an important and basic 

element of understanding of the new thing. All 

statements were developed based on a few references 

that provide insight discussion and explanation about 

knowledge of internet of things (Rose et al., 2015; 

Haddud et al., 2017). These statements were ranked 

according to the mean score as summarized in Table 3. 

The highest mean score statement (4.24) showed that 

halal agro-food SMEs in this study have an agreement 

and high understanding that IoT is useful in product 

tracking and tracing activities along the production line. 

The lowest mean score statement (3.65) showed that 

halal agro-food SMEs agreed that IoT adoption is the 

most practical approach to achieve halal integrity. The 

overall mean score for IoT statements was 3.842 (greater 

than 0.50), indicating that halal agro-food SMEs are 

quite knowledgeable about IoT.  
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  Frequency (n) Percentage (%) Utilization Rate 

Type of electronic 

devices use 

Smartphone and computer 46 29.1 
Low 

Smartphone  33 20.9 

Smartphone, computer, wireless devices, and Wi-fi  40 25.3 
High 

Smartphone, computer, Wi-fi and Bar Code Scanner 39 24.7 

Table 2. Type of electronic devices use among halal agro-food SMEs 

Note: n=158  

Statement Mean SD 

IoT devices assist the company to track and trace products along the production line. 4.24 4.138 

IoT devices facilitate the company in managing product information 3.99 0.867 

IoT systems provide difficulties when the server becomes unavailable. 3.93 0.845 

IoT devices improve the authentication of ingredients selected for production. 3.85 0.831 

Halal supply chain traceability is efficient using IoT systems. 3.81 0.815 

IoT increases efficiency among supply chain players in managing halal products. 3.8 0.796 

IoT systems help in halal food supply chain trend analysis. 3.79 0.837 

Information sharing by IoT devices can be 100% trusted. 3.7 0.796 

Our company is willing to invest in IoT systems for halal production. 3.66 0.936 

IoT system is the most practical approach for halal supply chain integrity. 3.65 0.903 

Overall mean score = 3.842   

Table 3. Mean ranking of halal agro-food SMEs knowledge on IoT 
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Table 4 shows the result of halal agro-food SMEs' 

knowledge level on IoT based on score analysis, in 

which the score between 5-10 indicated a high 

knowledge level on IoT while the score between 1-4 

indicated a low knowledge level on IoT. Based on the 

result, only 8 (5.1%) of halal agro-food SMEs showed 

that they have a high knowledge level on IoT while the 

remaining 150 (94.9%) of halal agro-food SMEs 

indicated that they have a low knowledge level on IoT. 

According to Brand and Huizingh (2008), the decision 

process of adopting new technology begins with 

awareness of the existence and learning of the new 

innovation. Since there were less than 10% halal agro-

food SMEs who have a high knowledge level on IoT, 

there is still a long journey towards full adoption of IoT 

in halal agro-food SMEs supply chain.  According to 

Simmons et al. (2007), awareness of IoT should be 

developed to prevent the negative perception of internet 

adoption among SMEs and so do knowledge (Ibrahim 

and Mokhtarudin, 2010). Knowledge was found to be 

very important to reduce complexity in implementing 

technology however, insufficient knowledge may create 

a huge barrier for implementing new technology 

(Iskandar et al., 2012). Therefore, formal education of 

IoT with halal knowledge skills and halal related training 

are crucial to develop the knowledge in order to achieve 

integrity in the halal industry (Rajendran and 

Kamarulzaman, 2019).    

3.4 Relationship between knowledge level, firmographic 

profiles, perceived usefulness, perceived ease of use, and 

adoption of IoT among halal agro-food SMEs  

There were five (5) hypotheses tested using Pearson 

correlation analysis to investigate the relationship 

between knowledge level, firmographic profiles, 

perceived ease of use (PEOU), perceived usefulness 

(PU), and adoption of IoT among halal agro-food SMEs 

in Malaysia. As shown in Table 5, the r-value for 

knowledge, annual sales, presence of Muslims workers, 

perceived ease of use (PEOU) and perceived usefulness 

(PU), adoption of IoT were 0.046, 0.121, 0.109 0.214 

and 0.214, respectively. All values showed a positive 

sign indicating that knowledge level, annual sales, 

number of workers, perceived ease of use (PEOU), and 

perceived usefulness (PEOU), have positive relationships 

with the adoption of IoT. However, the r-value of all five 

tested variables showed value below 0.7, indicating weak 

relationships. Based on level of significant value, both 

perceived ease of use (PEOU)(0.007), and perceived 

usefulness (PU)(0.007) were statistically significant at 

1% level of significance respectively while knowledge 

level (0.567) and firmographic profiles such as annual 

sales (0.173) and presence of Muslims workers (0.131) 

were statistically insignificant. 

 The results indicated that there were significant 

relationships between perceived ease of use (PEOU) and 

perceived usefulness (PU) and adoption of IoT among 

halal agro-food SMEs, while there were no significant 

relationships between knowledge level, annual sales, and 

presence of Muslims workers with the adoption of IoT 

among halal agro-food SMEs in Malaysia. From the 

result, it can be concluded that the firm’s size is not 

reliable to determine the adoption of IoT among halal 

agro-food SMEs. As Tan et al. (2010) described many 

SMEs in the Asia-Pacific region have yet to reap IoT 

benefits and Malaysia is one of the countries. This 

indicated that poor adoption of IoT among SMEs due to 

poor telecommunication infrastructure, inability to 

integrate the internet into business processes, limited 

internet literacy, high costs of internet equipment, 

incomplete government regulations for e-commerce, or 

poor understanding of the dynamics of the knowledge 

economy (Marasini et al., 2008; Chibelushi and Costello, 

2009). 

3.5 IoT challenges among halal agro-food SMEs 

Challenges of IoT related statements were asked to 

halal agro-food SMEs. The results revealed that less than 

50% of the total agro-food SMEs were willing to share 

their thoughts over the challenges of adopting IoT in 

their daily operations. Table 6 shows the general 

challenges faced by halal agro-food SMEs in 
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Level Frequency (n) Percentage (%) 

High (5-10) 8 5.1 

Low (1-4) 150 94.9 

Table 4. Knowledge level among halal agro-food SMEs on 

IoT 

 Pearson correlation (r) Sig. (2-Tailed) Decision 

Knowledge 0.046 0.567 Fail to reject H0 

Annual sales 0.121 0.173 Fail to reject H0 

Presence of Muslims workers 0.109 0.131 Fail to reject H0 

Perceived ease of use (PEOU) 0.214 0.007* Reject H0 

Perceived usefulness (PU) 0.214 0.007* Reject H0 

Table 5. Relationship between knowledge, firmographic, perceived ease of use, perceived usefulness and adoption of IoT among 

halal agro-food SMEs 

Note:  *Correlation is significant at 1% level of significance (2-Tailed) 
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implementing IoT. Out of 158 halal agro-food SMEs 

involved in this study, only 40 (25%) of halal agro-food 

SMEs responded to statements about challenges and 

majority of them (15, 9.4%) addressed difficulties in 

getting trusted information over halal raw materials 

through the information network as one of the main IoT 

challenges. There were 7 (4.4%) of the halal agro-food 

SMEs also highlighted that IoT was not suitable to be 

implemented by small, medium and micro-enterprises 

while 5 (3.1%) of the halal agro-food SMEs were 

concerned on IoT information security. There were 12 

(7.5%) of the halal agro-food SMEs addressed high cost 

for installation of IoT devices in business premises, 

maintenance costs, and there was only 1 (0.6%) of halal 

agro-food SMEs addressed complex implementation of 

IoT as one of the challenges. These results showed that 

halal agro-food SMEs are facing similar challenges to 

adopting technologies like other SMEs. Therefore, it is 

very important to remove these challenges as suggested 

by Marasini et al. (2008); Martinsuo and Luomaranta 

(2018) to improve the adoption of technology among 

SMEs.  

 

4. Conclusion 

In Malaysia, halal agro-food SMEs play a significant 

role in serving halal food for both Muslim and non-

Muslim consumers. The emergence of advanced 

technology requires halal agro-food SMEs to be on par 

with other industries and to remain competitive in the 

global markets. The halal agro-food SMEs should realize 

the benefits of adopting IoT in managing halal business 

activities. Since only the minority of halal agro-based 

SMEs in this study showed a high knowledge level on 

IoT, authorized bodies must initiate efforts to deliver 

knowledge on advanced technologies to the SMEs. On 

the other hand, halal agro-food SMEs are encouraged to 

find their own initiatives to stay align and keep up with 

the current business trends. 

IoT is believed to reduce mental and physical efforts 

and help to improve business performance. Difficulties 

of getting trusted halal information through information 

network and high cost of installation of IoT devices in 

business premises are among challenges that most 

frequently addressed by halal agro-food SMEs. 

Nonetheless, this study concludes that Malaysian halal 

agro-food SMEs have the high potential for taking 

advantage of technological advancement despite the 

claimed challenges on IoT adoption. By providing proper 

training and knowledge transfer programs on IoT, it is 

believed that these halal agro-food SMEs could reap the 

long-term benefits of IoT. 
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